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EXECUTIVE SUMMARY

The following document provides instructions on how to install and configure a Cisco VPN
Client on Windows XP and 2000.
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1.0 INTRODUCTION

The following document provides instructions on how to install and configure a Cisco VPN
Client on Windows XP and 2000. The screenshots shown in this document are from Windows
XP. Some of the screenshots in this document will vary slightly when installing on Windows
2000, but are essentially the same and noted where applicable. Also, if another version of Cisco
VPN Client is installed the screens shown might vary.

2.0 INSTALLATION OF VPN CLIENT SOFTWARE
The person installing the VPN Client software must have administration rights on the computer.

Go to the “Start” menu located in the lower left corner and select “Run” and click the
“Browse...” button.

= Type the name of a program, folder, document, or
E Internet resource, and Windows will open it for you.

Open: | v|

Cancel H Browse... ]
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Navigate through the folders until you find the file vpnclient-win-msi-4.0.3.F-k9.exe, highlight
the file and click the “Open” button.

Browse

Look in: | [ VPN Client 2000_XP

v| 0 1‘ * [~

My Documents

File name:

8

My Computer

|vpnu:lientwin-msi-*l.ﬂ.iF-kEI'.ea-:E

b | Open

Files of type:

Cancel

| Programs w |

Now click “OK”. Note: Your file name and location might be different depending on the Cisco
VPN Client version and where the file is located.

= Type the name of a program, folder, document, or
E Internet resource, and Windows will open it for you.

Open: |Client2[JDD_>{P spndient-win-msi—.0.3.F k9, exe v|

[ Ok H Cancel H Browse... ]
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The “.exe” file is an executable zipped file. Go ahead and unzip the file using a program such as
WinZip. Use the “Browse...” button to change where you want the files to unzip or make a note
of the default unzip location. This file location only needs to be temporarily; it only needs to be

used to run the Cisco VPN client setup utility.

WinZip Self-Extractor - vpnclient-win-msi-4.0.3.... El

To unzip all files in thiz zelf-extractar file to the

Ura

zpecified folder press the Unzip buttan,
Fun Windip

Idnzip to folder:

|II!:“-‘«SE'\M v Documentshtempfiles Browse. . | Cloze |

Iv Oweparite files withaut prompting About

i

Help

After the file is unzipped the following box appears. Note: Windows 2000 unzips 10 files and
depending on the Cisco VPN Client version it might be different.

WinZip Self-Extractor [X]

12 file(s) unzipped successfully

Go to the “Start” menu located in the lower left corner and select “Run”, find the file
“vpnclient_setup.exe” for Windows XP or “setup.exe” for Windows 2000 and click “OK”.
Note: Your file name and location might be different depending on the version and where you
unzipped the file.
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Next “Run” the Cisco VPN Client Installation Wizard located in the unzipped folder, using the
same procedure as above. The file name in Windows XP is “vpnclient_setup.exe”, for Windows
2000 the file name is “setup.exe”. Note: Your file name and location might be different
depending on the Cisco VPN Client version and where you unzipped the file.

Type the name of a program, folder, document, or
g Internet resource, and Windows wil open it for vou.

Open: |SC'|,M1,-' Documentstempfiles |\ o i v|

[ QK H Cancel H Browse. .. ]
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The Cisco VPN Client software Installation Wizard now appears. Continue by selecting
lENeXt>11

i Cisco Systems VPN Client 4.0.3 (F) Setup =]

Welcome to the Cisco Systems
VPN Client 4.0.3 (F) Installation
Wizard

It iz strongly recommended that wou exit all “Windows programs
befare running thiz setup prodran.

Click Cancel to guit the setup program, then close any programs
ya have running. Click, Mest to cantinue the installation.

WARMIMG: Thiz program is protected by copyright law and
international treaties.

Unauthorized reproduction or diztribution of thiz programm, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent possible under lav.

< Back ﬁ_ﬂexh i [ Cancel
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Read through the License agreement and if it’s acceptable to you, mark the bullet “I accept the
license agreement” and select “Next>". If it’s not acceptable, abort the installation.

iF Cisco Systems VPN Client 4.0.3 (F) Setup

License Agreement G
N t ith the i b bl b d. 4

ou st agree wi e cenze agreement below bo proces r- ~
CLIENT SOFTWARE LICENSE AGREEMENT OF CISCO SYSTEMS. -

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 15
GOVEENED BY THE TERMS AND CONDITIONS OF THE AGREEMENT
SET FORTH BELOW. BY CLICKING '""YES" ON THIS SCREEN, YOU
INDICATE THAT ¥OU AGHREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ

THE TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON
'"ES". IFYO0U DO NOT AGHREE TO THE TERMS AND CONDITIONS OF
THE AGREEMENT, CLICK "NO'" ON THIS SCREEN, IN WHICH CASE

YOU WILL BE DENIED ACCESS TO THE SOFTWARE., w

(#) accept the license agreement
("1 | do not accept the license agreement

[ Bezet ] [ ¢ Back " Mest » ] [ Cancel
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The next screen asks where the application should reside on the computer; it is highly
recommended to use the default settings by clicking “Next>".

i Cisco Systems VPN Client 4.0.3 (F) Setup M=

Destination Folder

Select a folder where the application will be installed.

The “Wize Inztallation *wizard will ingtall the files for Cizco Sestems WP Clent 4.0.3 [F] in
the following Falder.

T inztall inta a different falder, chick the Browse button, and select anaother folder.
Yau can choose not ta install Cizco Systems WPN Client 4.0.3 [F] by clicking Cancel ta
exit the YWWize nstallation Wizard.

Deztination Falder

:%Program FileshCizco Spstemz WM Clients

< Back ]MEHH i [ Cancel
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In Windows 2000 a screen appears for the placement of the Cisco VPN Client application in the
program files, it is highly recommended to accept the default by clicking “Next>". Note: This
screen will not appear in the Windows XP installation.

Cisco Systems ¥PM Client Setup

Welcome to the Installzhield Wizard for YPH Client.

The InztallShield Wizard will ingtall WPH Client on your Computer. To continue click Mexst.

Brogram Folders:

Cizco Systemns WPH Client

E isting Folders:

ActivCard

Adrinistrative Toaols

Broderbund

Dell Azcezsaries

Dell Documents

iPazz

Microgoft Office Tools

METGEAR WGEE11 Adapter ;I

[Fetall= hield

< Back | Hest » I Cancel |
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In Windows XP this screen lets you know that the application is ready to install. Click “Next>"
to begin the installation. Note: This screen will not appear in the Windows 2000 installation.

i Cisco Systems VPN Client 4.0.3 (F) Setup M=
Ready to Install the Application 6
Click Meuxt to begin inztallation. } ]
il s

Click the Back button to reenter the ingtallation information or click Cancel to exit
the wizard.

< Back ]MEHH i [ Cancel
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This screen shows the progress; patiently wait until the installation is complete.

i Cisco Systems VPN Client 4.0.3 (F) Setup

Updating System

The features you zelected are curmently being installed.

E stracting directaries. .

Redist. 320701B0_20E5_1102_B350D_00R037C4DEZ4

Cancel
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After installation in Windows XP the next screen appears click “Finish”. Note: In Windows
2000 this screen will not appear.

i Cisco Systems VPN Client 4.0.3 (F) Setup M=

Cisco Systems VPN Client 4.0.3
(F) has been successfully
installed.

Click the Finizh button to exit thig installation,

Cancel

Now the computer must be restarted in order for the installation to be truly complete. Click
“Yes” to immediately reboot the computer or click “No” to do it at a later time. Do not attempt
to use the application until you have rebooted the computer.

- - .
it Installer Information

£

You mugt restart pour system for the configuration changes made
to Cizco Syatems WPR Client 4.0.3 [F] to take effect. Click Yes ta
restart now ar Ma if you plan to restart manually laker.
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3.0 CONFIGURATION OF VPN CLIENT

The Cisco VPN client software can use different methods for user authentication. This section
describes two methods. Sub-Section 3.1 describes a configuration for the Department of
Defense’s (DoDs) Common Access Card (CAC). Sub-Section 3.2 describes group
authentication.

For the appropriate security, both methods require the use of a second factor of user
authentication, such as RADIUS.

3.1 CONFIGURATION OF VPN CLIENT USING CAC AUTHENTICATION

This document assumes that the ActivCard Gold or equivalent is installed and all the required
DoD and Identity certificates are registered on the computer and working correctly.

Run the Cisco VPN Client by going to the “Start” menu located in the lower left corner and
select “Programs / Cisco Systems VPN Client / VPN Client”. The screen below will appear.

# VPN Client - Version 4.0.3 (F) M=E3
Connection Entries  Status Certificates Log Options Help
ol I £= Y= N Cisco SysTems
< | A4 |
Connect Mew Impart Madify Delete _
Connection Entries l Cerfficates ] Log l
| Connection Entry | Huost Transport
y | 2]
Mot connected.
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Click on the “New” button located just below the menu options on top and fill in the entries.
Note: The “Authentication” tab is opened by default when creating a new connection entry.

# VPN Client | Create New VPN Connection Entry

Connection Entry: [VPN - CAC

Qewiptim:|

Host: |140.153.56 5

™ Group Authentication
Hame I

Password |

Confim Password I

* Cedificate Authentication
Mame: | SMITH JOHMN.B.123456T890 (Microsoft) ﬂ
W Send CA Cedificate Chain

Erase User Passw :-.1| Save | Cancel |

Connection Entry: Name the entry, this example used “VPN - CAC”
Description: Put in a description, this example left it blank

Host: The IP address of the VPN concentrator or resolvable host name, this example used
“140.153.56.5”

Authentication Tab:
Mark Bullet “Certificate Authentication”

Name: Your CAC certificate, if it’s not there the certificate are not installed correctly on your
computer

Check Box “Send CA Certificate Chain”
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# VPN Client | Create New VPN Connection Entry

Connection Entry: |‘-.."FN -CAC

Description: |

Host:[140.153.56.5

Authentication TIEIH ort lBackup Servers ] Dial-Up ]

v Enable Transparert Tunneling
f* |PSec over UDP { MAT / PAT)
" |PSec over TCP TCP Port: [10000

[ Allow Local LAN Access
Peer response timeout (seconds): |50

Erasze User Password | Save Cancel

Now click on the Transport Tab:
Check “Enable Transparent Tunneling”
Mark Bullet “IPSec over UDP (NAT / PAT)

Click Save.
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After the connection entry is saved, it appears as shown.

# VPN Client - Version 4.0.3 (F)

Connection Entries  Status Certificates Log Options Help
o, ' £ h Cisco Srstems
Connect Mew Impart Madify Delete _
Connection Entries l Cerfficates ] Log ]
| Connection Entry | Host | Transport
VPN - CAC 140.153.56.2 IPSec/UDP
< ol
Mot connected.

Next highlight the VPN - Groups Connection Entry and select the “Connect” button. The next
few screens will appear if you don’t have your CAC in the computer.

This screen wants you to insert your CAC.

Insert Smart Card

Q Please insert one of the following smart cards: ActivCard
Gold (Schlumberger Cyberflex Access #1), ActivCard Gold
(Schlumberoer Cvberflex Access #2). ActivCard Gald

Details ==
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This screen has detected and the CAC, and click “OK” to continue.

Insert Smart Card

Q A smart card has been selected. Press OK to continue.

Details ==

This screen prompts you for your CAC pin.

ActivCard Gold - Enter PIN
* Enter PIM code:
()4 | Cancel |

After your CAC has been entered in the computer and you have given your personal pin code,
you are prompted for the second form of user authentication. This could be RADIUS
authentication or another form of secure authentication.

& VPN Client | User Authentication for "VPN - CAC" X

Erter Usemame and Passwaord.

Cisco SYSTEMS oo |

. Password: |

QK Cancel

Enter your assigned Username and Password and select “OK”.
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After successfully being authenticated, a warning banner appears, select “Continue” and the
VPN connection has now been established.

# VPN Client | Banner

THIS 15 A DEPARTMENT OF DEFENSE COMPUTER SYSTEM. THIS COMPUTER SYSTEM,
INCLUDING ALL RELATED EQUIFMENT, NETWORKS AND NETWORK DEVICES
(SPECIFICALLY

INCLUDING INTERNET ACCESS), ARE PROVIED ONLY FOR AUTHORIZED LS.
GOVERNMENT

USE. DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES,
INCLUDING TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE
SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO
VERIFY

SECURITY PROCEDURES, SURVIVABILITY AND OPERATIONAL SECURITY.

Continue | Disconnect
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To disconnect from the VPN, bring the Cisco VPN client back up either by going to the “Start”
menu located in the lower left corner and selecting “Programs / Cisco Systems VPN Client /
VPN Client”, or double clicking the “Pad Lock” icon located in the lower right corner. Note:
This screen shows that the VPN is connected by the information provided in the lower left corner

‘Connected to “VPN - CAC”.’

# VPN Client - Version 4.0.3 (F)

Connection Entries  Status Cerfificates Log Options Help

& ﬁ @ m Cisco SYsTEMS

Disconnect Mew Import Modify Delete
Connection Entries l Cerificates ] Log ]
Connection Entry Host Transport

140.153.56.5 IPSec/UDP

* o

Connected to "WPM - CAC", Connected Time: 0 day(s), 00:00.04 |W¥

Highlight the connection entry and click the “Disconnect” button.
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The VPN is now disconnected, as noted on this screen by the lower left corner information “Not
connected”.

& VPN Client - Version 4.0.3 (F) M (=)(E3

Connection Entries  Status Cerfificates Log Options Help
o, ﬁ £ = Cisco SrsTems
< e
Connect Mew Import Modify Delete _
Connection Entries l Cerfficates ] Log ]
| Connection Entry | Host | Transport
VPN - CAC 140.153 565 IPSec/UDP
« B
Mot connected.
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3.2 CONFIGURATION OF VPN CLIENT USING GROUP AUTHENTICATION

Run the Cisco VPN Client by going to the “Start” menu located in the lower left corner and
select “Programs / Cisco Systems VPN Client / VPN Client”. The screen below will appear.

& VPN Client - Version 4.0.3 (F) M=
Connection Entries  Status Certificates Log Options Help
o, _ £= Y= % Casco SysTems
5 - o
Connect Mew Import Modify Delete _
Connection Entries l Certficates ] Log ]
| Connection Entry | Host Transport
« | 2]
Mot connected.

Click on the “New” button located just below the menu options on top and fill in the entries.
Note: The “Authentication” tab is opened by default when creating a new connection entry.
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# VPN Client | Create New VPN Connection Entry

Connection Entry: |‘-.."FN - Groups

Description: |

Host: [140.153.56.2
Authentication lTlanspnrt ]Backup Servers Dial-Up l

{* Group Authertication

Mame: |i|:|E|SSj|'|:|
Password: |*“*‘"“*

Confirm Password: [~

" Cerfficate Authertication

Mame: | ﬂ

[ Send CA Cerificate Chain

Erasze User Password | Save Cancel |

Fill in the fields as shown below:

Connection Entry: Name the entry, this example used “VPN — Groups”
Description: Put in a description, this example left it blank

Host: The IP address of the VPN concentrator or resolvable host name, this example used
“140.153.56.5”

Authentication Tab:

Mark Bullet “Group Authentication”

Name: This is the group you’re assigned, this example uses ipass_grp
Password: The password that is distributed securely

Confirm Password: The password that is distributed securely
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# VPN Client | Create New VPN Connection Entry

Connection Entry: |‘-.."FN - Groups

Description: |

Host: [140.153.56.2

Authertication |

v Enable Transparert Tunneling
f* |PSec over UDP { MAT / PAT)
" |PSec over TCP TCP Port: [10000

[ Allow Local LAN Access
Peer response timeout (seconds): |50

Erasze User Password | Save Cancel

Now click on the Transport Tab:
Check the box “Enable Transparent Tunneling”
Mark Bullet “IPSec over UDP (NAT / PAT)”

Click Save.
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After the connection entry is saved, it will now appear under the “Connection Entry” tab.

# VPN Client - Version 4.0.3 (F)

Connection Entries  Status Certificates Log Options Help
o, ' £ h Cisco Srstems
Connect Mew Impart Madify Delete _
Connection Entries l Cerfficates ] Log l
| Connection Entry | Host | Transport
VPN - Groups 140.153.56.2 IPSec/UDP
< e
Mot connected.

Next highlight the “VPN — Groups” connection entry and click the “Connect” button. The next
screen is now requesting the second form of user authentication. This could be RADIUS

authentication or some other form of secure authentication.

# VPN Client | User Authentication for "VPN - Groups” [$__<|

Erter Usemame and Passwaord.

Cisco SYSTEMS oo |

. Password: |

QK Cancel

Enter your assigned Username and Password and select “OK”.
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After successfully being authenticated, a warning banner appears, select “Continue” and the
VPN connection has now been established.

# VPN Client | Banner

THIS 15 A DEPARTMENT OF DEFENSE COMPUTER SYSTEM. THIS COMPUTER SYSTEM,
INCLUDING ALL RELATED EQUIFMENT, NETWORKS AND NETWORK DEVICES
(SPECIFICALLY

INCLUDING INTERNET ACCESS), ARE PROVIED ONLY FOR AUTHORIZED LS.
GOVERNMENT

USE. DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES,
INCLUDING TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE
SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO
VERIFY

SECURITY PROCEDURES, SURVIVABILITY AND OPERATIONAL SECURITY.

Continue | Disconnect
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To disconnect from the VPN, bring the Cisco VPN client back up either by going to the “Start”
menu located in the lower left corner and selecting “Programs / Cisco Systems VPN Client /
VPN Client”, or double clicking the “Pad Lock” icon located in the lower right corner. Note:
This screen shows that the VPN is connected by the information provided in the lower left corner

‘Connected to “VPN - Groups”.’

# VPN Client - Version 4.0.3 (F)

Connection Entries  Status Cerfificates Log Options Help

& ﬁ @ m Cisco SYsTEMS

Disconnect Mew Import Modify Delete
Connection Entries l Cerificates ] Log ]
Connection Entry Host Transport

140.153.56_2 IPSec/UDP

* o

Connected to "WPM - Groups”, Connected Time: 0 day(s), 00:00.08 |V

Highlight the “VVPN — Groups” connection entry and click the “Disconnect” button.
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The VPN is now disconnected, as noted on this screen by the lower left corner information “Not
connected”.

# VPN Client - Version 4.0.3 (F)

Connection Entries  Status Certificates Log Options Help
Cisco SysTems
Connect Mew Impart Madify Delete _
Connecion Entres] | Certficates | Log |
| Connection Entry | Huost | Transport
VPN - Groups 140.153.56.2 IPSec/UDP
< e
Mot connected.
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